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CYBER SECURITY l

‘ OUR OFFER

Security
Awareness

“ The statistics are clear: the largest share of

Strengthen the Weak successful cybercrimes is determined by human
. ” error, a lack of awareness. Often this type of attack
Ilnk Of the Company causes economic damage with economically
. devastating effects on the companies that are

Safety Chaln' victims of it. For this reason, it is clear that the

strengthening of the weak link in the safety chain
can only go through the constant and capillary
training of company staff. In this sense, the e-
Learning mode is the ideal choice as it allows to
provide a capillary, constant and effective training.
This course developed thanks to modern Authoring
tools is characterized by a strong interactive
component that allows a strong involvement of the
learner and therefore a high degree of
effectiveness.
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HOW tO use The course, delivered through the Moodle company

platform, is characterized by the presence of more
than one hundred slides with audio commentary
and interactive teaching tools that will allow the
learner to consolidate the contents of each

fa individual section

Topics covered in the course

icks duri bb . * Browse the Web safely
Risks during we e * Recognize malicious content

* |dentify scam sites

. . . . * Recognize scams and phishing
Risks in using emails « Avoid infections

. * Clean up the devices
Protect your privacy « Avoid identity theft

e Share carefully

Assess reputation Check the reputation of people and web services

) « What happens when | lose a device
Data Security e Protect sensitive information
« The importance of backups

q * Guidelines for using passwords
Manage your passwords « Store your passwords securely

. . * Avoid leakage of information
Recognlze t.he de.ceptlons *  What should never be asked of you
( Social Engineering ) * The scam requests on the phone

Behavioral Decalogue
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